War Driving by Remote
Control




Introduction

® / years as a Windows and UNIX sysadmin
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What’s this about?
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® An Introduction to Wireless Security

e £ e




Wireless Networking

® Benefits

® Convenient

® Mobility




Wireless Security

® None

® MAC Address Filtering




How Is Wireless
Abused!?

® Freeloading - Stealing Bandwidth
® Sniffing/Eavesdropping

® Stepping stone into corporate network
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http://www.securityfocus.com/news/11455
http://www.securityfocus.com/news/11455

State of Security

® Poor configuration

®  War drive results

® |99 Total Access Points




Excuses for Poor
Security

® “I'm just a small business, why would anyone
hack me?”
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It’s important if...

You bank or pay bills online.

If you don’t want someone attacking someone else using
your IP address.

You'd rather not have someone watching everything you do




Defense

® Monitoring
e IDS

® Kism
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Internet

Wireless LAN

Defense in Depth!?



Other Wireless Tech

e RFID

® Bluetoot







Where the idea came
from

® BoeBot

® Bluetooth




The Schmoo




Functionality

® Wireless detection and sniffing




Parts

® Remote Control Car

® |inksys Routers
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Software

® OpenVWRT




Problems

® Battery Power

® Hardware Failure




Problems

® Driver Support




Results

® Removed GPS

® Parts arrived late




Future ldeas

o Add GPS

® Control of vehicle from router

® GPIO connectors on routers
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Questions

® jason@sysadmins.info
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